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PREFACE

IPRO and The ePolicy Institute™ have created this three-part whitepaper, E-Collaboration 

Tools & Rules: Policies & Best Practices for the Compliant Management of Microsoft 

Teams, Zoom, Slack, and Other Videoconferencing & Meeting Tools to help North 

American employers develop and implement compliant E-Collaboration Policy programs. 

Professionally written by the policy experts at the ePolicy Institute, E-Collaboration Tools 

& Rules is designed to help executives in all industries and professions—regulated and 

unregulated, large and small, public and private—minimize electronic risks, manage 

content and use, maintain records, and maximize legal and regulatory compliance. 
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This three-part whitepaper provides a review 

of the risks inherent in real-time collaboration 

through instant messaging (IM), chat, 

videoconferencing, and virtual meetings. It 

then reveals how your organization can put a 

strategic E-Collaboration Policy program to 

work to help manage those risks. We 

encourage you to use this guide to help create 

your own E-Collaboration Policy program.

Parts 1 and 2 of this whitepaper 
address: 

• Forming an E-Collaboration Policy 

   Team and Conducting an Audit.

• Getting to Work on Policy Rules.

We encourage you to download and use this 

three-part series to help create your own 

E-Collaboration Policy program.
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Best Practice 1:  

Trust IPRO for E-Discovery 
& Information Governance 
Across Multiple Platforms 
and Content Repositories 

25% of workers 
use four di�erent 
collaboration 
tools daily.V 

Microsoft Teams’ ability to meet archiving, information governance, and e-discovery technology and compliance 

requirements is expected to diminish by 2024.II  Compounding the problem: Teams is used in concert with Zoom by 

73 percent of survey respondents and with Slack by another 24 percent.III  This creates a deep pool of potential 

evidence—which must be formally managed and lawfully maintained across all three platforms. If you’re like three 

out of four organizations surveyed, you are archiving content from three or more sources, including email, social 

media, and e-collaboration tools.IV Are you prepared to search and produce subpoenaed documents on time and in 

the format requested?   

Don’t take chances with legal and regulatory 

compliance. Best practices call for 

employers to rely on proven-e�ective 

third-party technology solutions like IPRO 

to help ensure compliant, e�ective 

retention, archiving, data protection, 

litigation hold, and e-discovery across 

multiple platforms and content repositories. 

IPRO automates information governance, so 

you can be confident your Records 

Retention Policy & Procedures are being 

carried out consistently and completely 

across all your systems, regardless of the 

amount of information they contain. 

While Microsoft Teams and other e-collaboration 

platforms o�er some capabilities to handle records 

retention, think twice before relying solely on their 

native technology. For organizations juggling masses of 

information across multiple business communications 

tools—particularly large corporations and heavily 

regulated businesses—native information governance 

technology tools pose challenges, including the fact 

that they do not cover all data types.I
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• Review your new E-Collaboration Policy and updated Records Retention Policy, Litigation Hold Policy, 

   and Deletion Schedule.  

• Demand 100% compliance with policies, 24/7/365, at home, the o�ce, and elsewhere.

• Make compliance mandatory during business hours and on employees’ own time.  

• Apply policies to employer-provided and personally owned devices, systems, sites, and accounts.

• Make clear what employees may (and may not) say, write, and do on e-collaboration tools. 

• Discuss legal, regulatory, records, security, privacy, organizational, and career risks and rules.

• Define “business record.” Explain that e-collaboration conversations, chat, and content produce records that 

   may be subpoenaed and used as evidence in lawsuits and regulatory investigations.

• Discuss related electronic and HR policies: Mobile Device Policy; Email Policy; Social Media Policy; Web Policy; 

   Security Policy; Privacy Policy; Monitoring Policy; Harassment & Discrimination Policy; Diversity & Inclusion 

   Policy; Confidential & Sensitive Information Policy; Code of Conduct; Ethics Rules; Netiquette Rules; 

   Videoconference Dress Code and Virtual Background Guide.

• Conclude training with a certification quiz, documenting employees’ understanding of e-collaboration risks, 

   rules, records, regulations, roles, and responsibilities. 

• Date your new/updated policies and remove old versions from circulation.

• Put some teeth in your policies. Maximize compliance by disciplining policy violators, regardless of title, tenure, 

   rank, or popularity.

• At the conclusion of training, require employees to sign and date an acknowledgment form, attesting they 

   have read the policies and will adhere to them, or they will accept the consequences, up to and including their 

   employment termination. 

• Retain copies of all policy-related training materials to demonstrate your commitment to compliance in the 

   event of a lawsuit. 

• Repeat formal training annually. Regularly remind users of collaboration risks and rules.

Best Practice 2:  

Educate the 
Workforce

Use formal training to: 

Once your E-Collaboration Policy and E-Collaboration-Specific Records 

Retention Policy have been finalized and approved by Legal, it’s time to 

educate the workforce. Make policy training mandatory for everyone who 

uses e-collaboration platforms to communicate on behalf of the 

organization—o�cers, directors, executives, full-time workers, part-time 

sta�, professionals, supervisors, managers, volunteers, interns, and anyone 

who serves the company and could put it at risk. 

24% of U.S. companies have fired sta� 
for e-collaboration slipups.Vi 



A word of caution: In most states, it is illegal for employers to monitor 

employees’ personal online accounts. Before asking employees to turn over 

usernames and passwords to private accounts, determine where the states in 

which you employ people stand. 

Use policy and training to inform employees that management intends to 

exercise its legal right to monitor computer activity and content at any time 

and without notice, in order to protect the privacy of information and the 

integrity of the organization’s assets, reputation, and future. 

Best Practice 3:  

Support 
E-Collaboration Rules 
with Monitoring Tools

Take advantage of federal law and monitoring technology to 

help enforce E-Collaboration Policy and Records Retention 

Policy. All business records and other information created, 

transmitted, received, or stored in the organization’s computer 

system belongs to the employer. The U.S. Electronic 

Communications Privacy Act (ECPA) grants employers the 

legal right to monitor all computer transmissions, activities, 

and records inside the system. Employees have no reasonable 

expectation of privacy when using your organization’s 

computer systems, sites, accounts, devices, and tools.
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Conclusion: Collaboration 
Compliance Is as Easy as 1,2,3

To help ensure legal, regulatory, and organizational 
compliance, adhere to these three steps: 

(1) Establish e�ective E-Collaboration Policy and collaboration-specific Records 

     Retention Policy governing onsite and WFH sta�. 

(2) Educate employees about risks, rules, records, requirements, and roles.

(3) Enforce policies with disciplinary action supported by IPRO’s best-in-class 

     third-party technology solutions. Follow this formula, and you will be well 

     positioned to minimize risks, manage behavior, maintain records, and maximize 

     compliance.
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E-Collaboration Tools & Rules: Policies & Best Practices for the Compliant Management of Microsoft Teams, 

Zoom, Slack, and Other Videoconferencing & Meeting Tools is a general best-practices guide and is intended for 

informational purposes only. This material is provided with the understanding that neither the ePolicy Institute nor 

IPRO is rendering legal or regulatory guidance. The author did not and could not contemplate every issue, 

challenge, or situation that may arise when using e-collaboration tools.  Some organizations may be required to 

comply with di�erent or additional laws, regulations, rules, and procedures from those addressed in this whitepaper. 

No reliance should be placed on this whitepaper without the advice of experienced legal counsel and other 

competent professionals including regulatory, records management, IT, security, privacy, and HR experts. Your 

organization’s E-Collaboration Policy (and all electronic policies and procedures for that matter) should be 

developed with the assistance of a capable attorney. 

Seek Competent Legal Counsel

The world’s leading e-policy writing, training, and consulting firm, The ePolicy Institute 

helps employers cut legal and regulatory risks and boost compliance through best 

practices-based electronic policies and employee training programs. From Alabama to 

Abu Dhabi, employers rely on the ePolicy Institute to help ensure compliance and 

reduce risks through the implementation of e-policies governing email, social media, 

mobile devices, e-collaboration platforms, web, and other electronic business 

communications tools. An industry pioneer, Founder Nancy Flynn is the author of The 

e-Policy Handbook, the first book to address electronic policies and procedures in 

the workplace. Her other titles include The ePolicy Toolkit, The Social Media 

Handbook, and Writing E�ective E-Mail. Trusted for her know-how and integrity, 

Nancy Flynn is a go-to media source who serves as an expert witness in policy-related 

litigation. The ePolicy Institute. Keeping you in business and out of court since 1998. 

Visit ePolicyInstitute.com to learn more.       

About IPRO
IPRO is reinventing the way organizations interact 

with their data. By transforming the electronic 

discovery reference model (EDRM) and thinking 

“upstream,” we bring insight far earlier in the 

eDiscovery process, enabling teams inside and 

outside your organization to collaborate 

transparently at any stage before data is even 

collected. By thinking about and interacting with 

your data di�erently, you will eliminate waste and 

reduce risk. We combine best-in-class governance 

and eDiscovery software with predictive analytics to 

give corporations, government agencies, law firms, 

and legal partners the most open and e�ective 

solution to data challenges. We bring you this 

power with an obsession on time-to-value and 

your success. Visit IPRO.com to learn more.

About The ePolicy Institute
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      https://ipro.com/resources/white-papers/archiving-and-data-protection-with-microsoft-teams/.

ii    Ibid.

iii   Ibid.

iv   Ibid.

v    Ben Bajarin, “In the New Age of Remote Work, People Under 30 Might Finally Kill Email,” ������������, July 23, 2020.     

      https://www.fastcompany.com/90509588/in-the-new-age-of-remote-work-people-under-30-might-�nally-kill-email.

vi   Rachel Layne, “Afraid a Zoom Blunder Will Get You Fired? 1 in 4 Bosses Have Justi�ed that Fear, Survey Finds,” 

      ��������������, September 1, 2021.

      https://www.cbsnews.com/news/zoom-blunder-will-get-you-�red-survey/.  Wake�eld Research survey, August 2021.     

      https://www.vyopta.com/wp-content/uploads/2021/08/Wake�eld-Research-QuickRead-Report-for-Vyopta.pdf.
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