











EMERGING INTELLIGENCE: EARLY ADOPTION

Approaches that reveal the story behind data, unlocking new ways of working
and allowing legal professionals to focus on high-value work

The advanced data analysis capabilities in the
fourth category represent the next frontier of Al
capabilities. While these technologies are not yet
in widespread use, early adopters are driving their
growth—and unlocking previously hidden insights
within their data. Relationship analysis is the

best adopted of these approaches, with 61% of
respondents reporting its use. Nearly half (49%) of
respondents noted that they have adopted pattern
analysis tools to identify sensitive data.

Recognizing the possibilities in this category of
tools, eDiscovery software vendors are increasingly
investing in new data analysis capabilities.

MAIN CAPABILITIES
THAT HAVE BEEN ADOPTED:

Relationship analysis: Mapping connections within

a community and identifying relationships between
individuals based on the pattern of communications
between them. This capability relies on both named entity
recognition and metadata from email or chat headers to
group communications and then calculate the strength
and nature of relationships based on their frequency,
times, topics, language, and context.

Auto-detection of sensitive entities: Detecting protected
or sensitive information—such as personally identifying
information, personal health information, or personal
commercial information—through entity extraction and
pattern recognition.
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OPPORTUNITIES FOR
FURTHER IMPROVEMENT:

Network analysis and sentiment analysis:

Identifying linked activities and behaviors across networks
or groups of constituents and determining whether the
general tone of emotions within text is negative, neutral,
or positive. These capabilities rely on NLP-based content
extraction and supervised machine learning based on
multiple algorithms.

Recommendation:  Implement network and sentiment
analysis tools to gain rapid insight into who said what to
whom—and what they meant when they said it.

Auto-redaction of sensitive information: Identifying
sensitive information based on named entity recognition
and automatically redacting that information to prevent
its disclosure.

Recommendation: Combine data analytics with in-place
search capabilities to pro-actively identify legal risks
lurking within the organization's data. This early detection
allows for rapid remediation and avoids the specter of
litigation or public scandal.
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Overall adoption and summary of results

By and large, eDiscovery professionals have adopted at
least some of the advanced capabilities we asked about
in this survey. Only 27 of 177 respondents (15%) stated that
they do not use any form of Al to improve the quality of
their work, improve accuracy, or ensure quality control.
The remaining 85% reported that they use one or more
tools or capabilities. Based on these results, it's safe

to conclude that the large majority of the eDiscovery
community has adopted at least some Al capabilities
that can help them manage the tremendous glut of
organizational data as well as automation to improve
the speed and accuracy of their work. However, there is
substantial room for improvement to continue to tackle
the ever-growing volume and complexity of data.

Considering the results in a single view, from most

to least adopted, it's interesting to note that TAR is

more used by our respondents than early stage data
processing. As noted previously, however, this result fits
with the profile of our respondents, who primarily work
on the right side of the EDRM. This is also to be expected
given that nearly half (49%) of respondents work at law
firms and only 19% work for external service providers
that might handle the earlier data processing and culling
stages. Historically, law firms have prioritized enhanced
review functionality over data processing.
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EXPECTATIONS

The eDiscovery hype cycle

Up to this point, we've discussed adoption as if the acceptance of a new technology travels along a straight path from an
unknown novelty to a fully adopted, black-letter law tool. Yet as with any other development, Al and other technologies
aren’'t simply adopted or rejected; rather, their popularity waxes and wanes along a fairly predictable path known as the
hype cycle.

To better understand our results in the context of the real, non-linear world, we've plotted the technologies and
capabilities assessed in our survey onto an eDiscovery hype cycle as follows.
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1. This is the age of data analytics.

Data automation techniques such as deduplication and
data processing are fully adopted, having reached the
plateau of productivity. However, with data volumes
continuing to expand, these approaches are no longer
sufficient. We have the tools needed to efficiently
manage ever-greater data volumes and surface the
highly relevant, valuable data that eDiscovery depends
on, but those tools—such as sentiment analysis and dark
language detection—have yet to reach peak adoption.

. To unlock the value of Al in eDiscovery, practitioners
need better tools for data processing and collection.
Data volume isn't the only challenge in eDiscovery; as
businesses generate data in a variety of new formats
from collaboration tools like Microsoft Teams, Zoom,
and Slack, eDiscovery practitioners need tools that
can accommodate those various data formats so that

Al functions can actually work with the data. Data
analytics downstream in the review stage of the EDRM
can only be valuable if practitioners input clean data in
the early stages. Additionally, we haven't seen the end
of remote work and virtual meetings, so eDiscovery
needs to encompass audio and video content.

. Practitioners should focus on upstream eDiscovery.

Legal professionals shouldn’t have to collect data

to then cull and search through it or determine its
relevance. By deploying in-place search functions
and in-place data analytics, organizations can avoid
the costs—and the security risks—associated with
unnecessary data collection, excessive storage, and
review of unresponsive data. In addition, in-place
analytics have the potential to unlock new value adds
for legal professionals, by proactively reducing legal
risks in data as it sits in place.
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Perceptions of Al among eDiscovery practitioners

To improve the acceptance and adoption of these

underused capabilities, we sought to understand

the barriers to their implementation. What's holding
eDiscovery professionals back from adopting tools like
dark language detection? Many of these capabilities are
baked in to broader eDiscovery platforms, indicating that
cost and availability aren’t the only factors at play.

Other barriers delaying adoption could be related to
ethical concerns. Attorneys ultimately bear responsibility
for every aspect of a legal representation. That includes
the choices that an Al system makes during eDiscovery.
Attorneys may be uncomfortable with their lack of
awareness or understanding of how an Al system
reaches those decisions. Without a strong sense of the
benefits of Al, attorneys might continue to choose older
methodologies rather than trusting Al in eDiscovery.

We asked several questions to explore the general
perceptions around Al and attempt to tease apart
the beliefs and attitudes that might be delaying the
adoption of some tools. After all, if an approach isn't
commonly thought to yield high-quality results, save
time, or reduce risks, the legal industry is unlikely to
investigate it further.

Nearly all respondents (93%) agreed
that Al can help to automate eDiscovery

93%
Al can help
automate
eDiscovery
work

work. Almost as many (87%) believe that
Al is useful for generating better insights
from data. But about half of respondents
stated that Al cannot match human
competencies across every stage of
eDiscovery, from data identification and
collection to review and production.

87%

Al is useful for
generating
better insights
from data

Responses were more optimistic
regarding the eventual capacity of Al to
reach parity with human competencies
for data processing (74%) and review
(68%), but by and large, our respondents

seemed to expect that Al would not outperformm humans in
most eDiscovery applications.

More specifically, just over half (53%) of respondents
didn’'t believe that Al could reduce risk by improving

the quality of their work. This result may reflect the
underlying notion that while Al is capable of automating
aspects of data management and providing some
insights into data patterns, it isn't “smart” enough to
make contextual decisions. In this regard, Al is seen

as an augmenter of human intelligence rather than a
replacement for it.

There are certainly aspects of human intelligence that Al
does not, and cannot, match. Al-based machines can assess
certain data characteristics quickly and accurately, and they
are consistently rational, but they aren't intuitive, emotional,
or culturally sensitive. These “soft” abilities are what make
humans unique and effective, even with the rules-based
legal industry.

We fully anticipate that Al tools will find their best
applications in areas where they can empower, rather
than replace, human beings. We envision solutions that
provide rapid answers and rich decision support for legal
professionals, giving humans the data-based insights they
need to draw solid conclusions and take effective action.

Where do we go from here? We asked our respondents
whether they expected that more advanced forms of Al
could play a role in eDiscovery project resource planning,
case strategy planning, or settlement negotiations,
among others. More than half of respondents (55%)
answered that Al had a part to play in all of the above.

Finally, we wanted to evaluate the degree to which
adoption of Al and other technologies varied across
different areas of legal practice. We therefore plotted
the use of different analytics capabilities in a heatmap
display according to our respondents’ areas of practice.
This representation makes it immediately clear, for
example, that dark language detection is poorly adopted
across different practice areas, while TAR is heavily used
nearly everywhere.
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Al applications across eDiscovery use cases

In our survey, this is how tool use mapped across use cases.
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As a practical guide, we suggest that eDiscovery professionals could transform the value of their legal work by

adopting specific capabilities based on their practice area.

For example:

» Internal investigations and employment disputes
could benefit from greater use of network analysis,
topic modeling, and sentiment analysis tools. Topic
modeling in particular could help investigators
identify secret code words or other “unknown
unknowns” that might trigger a closer look at
particular conversations or individuals, while network
and sentiment analysis could help practitioners
quickly find clues to guide further investigation.

« Commercial or civil litigation practitioners could
improve results, particularly in early case assessment,
by implementing document classification to save
time, relationship analysis to identify important data
faster, and entity searching technologies to reduce
the noise in search results and reduce the number of
documents advancing to review.

- Government investigations or regulatory
requests involving data privacy or
compliance could be expedited through
the use of relationship analysis, named
entity recognition, and auto-redaction
to protect sensitive information from
inadvertent disclosure.

Across all practice areas, the least-used data
analytics capabilities we considered were
dark language detection (24%), sentiment
analysis (35%), and anomaly detection (41%).
These tools are ripe for broader adoption in
the eDiscovery community.

LEAST USED

24%
dark
language
detection

35%
sentiment
analysis

41%
anomaly
detection
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The future of the legal
profession and the value
of Al for eDiscovery

Legal professionals are under unrelenting pressure to

add more value for their clients without raising their
prices. With increased competition in the legal market,
adaptation and innovation are critical for continued
success. The practice of law is moving away from a
reactionary stance in favor of proactively identifying and
mitigating potential risks. Those who find ways to leverage
the enormous volume of organizational data to gain
actionable insights will be well positioned to outperform
their competitors.

The new capabilities of Al and other technologies present
a remarkable opportunity to rapidly sift through vast
guantities of data to identify critical insights fast, thereby
expanding value while ensuring legal defensibility. Al and
other technologies can help legal professionals through:

» Simple automation of routine legal tasks;

- Data analytics that generate insights from piles of
unstructured data; and

* Analytics capabilities that augment human
intelligence, improving the accuracy and quality of the
work done by legal professionals.

Naturally, there is still room for further improvement.
Advanced automation features like document
classification, automatic image classification, and auto-
redaction may improve the quality of results while saving

a significant amount of time. Additionally, as new media
formats such as video calls become more commonplace in
eDiscovery, transcription of audio and video recordings will
greatly reduce the burden of eDiscovery work.

Moving the focus of
eDiscovery upstream

One overlooked solution to the rise in data volumes is
what we call “upstream eDiscovery.” In this approach,
practitioners address problems with data volumes and
complexity in the upstream stages of eDiscovery such as
collection rather than waiting to manage them in review.

In a sense, eDiscovery is like prospecting for gold.
Practitioners often focus on how they can improve their
work downstream—on the right side of the EDRM—to
sift through data more quickly and accurately identify
the “gold” hidden within. As a result, organizations spend
somewhere around 70% of their eDiscovery time and
budget in the document review phase, endlessly panning
for gold.

But there's another way. Instead of focusing on
improving review downstream—and continually
expanding the capacity of the input funnel to
accommodate more data—we can use Al-powered
data analytics to improve how we select the “dirt” that
we feed into our eDiscovery stream in the first place.
By being more intentional about how we select data in
the early stages of the EDRM, we can reduce the overall
volume of data we must manage in the review phase
and focus on more relevant, high-quality information.

How can eDiscovery professionals become better data

prospectors? By deploying many of the capabilities we've
discussed here, from in-place data search and document
classification to relationship analysis and topic modeling.

We can't wait to see how the field continues to evolve as
these tools move along the pathway to full adoption.
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ABOUT IPRO

IPRO is reinventing the way organizations interact with their data. By transforming the EDRM and thinking “upstream,” we bring
insight far earlier in the eDiscovery process, enabling teams inside and outside your organization to collaborate transparently at any
stage, before data is even collected. By thinking about and interacting with your data differently, you'll eliminate waste and reduce risk.

We combine best-in-class governance and eDiscovery software with predictive analytics to give corporations, government agencies,
law firms, and legal partners the most open and effective solution to data challenges. We bring you this power with an obsession on
time-to-value and your success.

ABOUT ZYLAB

ZyLAB—part of the IPRO family—helps legal professionals of today turn big data challenges into legal successes. Our user-friendly
eDiscovery platform, powered by Al, helps legal professionals deliver fast and complete investigations. ZyLAB is trusted by Fortune
1000 companies, government agencies, courts, regulatory agencies, and law firms worldwide and has nearly 10,000 installations and
2 million users.

ABOUT ACEDS

The Association of Certified E-Discovery Specialists provides its members with the tools that are essential for developing or
maintaining competency in e-discovery. We seek to provide the highest quality information, training, networking, and certification for
our growing membership of e-discovery professionals across the globe. ACEDS has global chapters that assist our diverse commmunity
with ongoing education, networking, events, and careers.

18 | THE STATE OF Al AND TECHNOLOGY ADOPTION IN EDIscoVvERY [IIINEGE



