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Key Takeaways

Improving Legal Hold processes by minimizing the margin for error

Corporate teams that deal with any type of litigation are obligated by the 

FRCP to preserve evidence. This preservation duty begins when litigation 

can be reasonably anticipated. The process associated with Legal Hold 

is fraught with potential errors at every step of the way. As legal teams 

strive to improve their Legal Hold process, their main focus should be on 

minimizing the margins for error associated with it.  

Three stages of maturity for an essential process

The duty to preserve is central to the eDiscovery process. The potential 

consequences of evidence spoliation can be enormous, from fines to de-

fault judgements. In this whitepaper, we formulate three distinct maturity 

stages through which the Legal Hold process is steadily improved. Each 

stage represents a smaller margin for error. 

Key Takeaways 2

Stage Three 
In-Place Preservation

• Eliminate the need for cus-

todian compliance; 

• Fewer points of failure 

across the Legal Hold 

process; 

• Close the loop on potential 

margin for error. 

Stage Two 
Legal Hold Automation

• Automate the strategy from 

Stage One. 

• Custom notifications; 

• Tracked acknowledge-

ments; 

• Automatic  escalation for 

non-responsive custodians. 

Stage One 
Policy-Based Manual Process

• Formulate a strategy to  

dictate the necessary steps; 

• Preservation policies that 

serve as reference material 

for custodians; 

• Ensure consistent handling  

of the Legal Hold process. 
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The evolving art of 
evidence preservation

An Introduction to Legal Hold 3

Retention and preservation

The routine retention/destruction policy Scheindlin 

refers to are policies traditionally put in place by IT 

departments. They aim to reduce the amount of ESI 

stored by an organization by putting in place a system 

of scheduled data deletion. In a corporate context, 

very few limits exist as to what a reasonable deletion 

scheme is. With her judgement, Judge Sheindlin made 

the point that when ESI is potentially relevant to an 

active or anticipated case, it must then be put aside and 

be made ineligible for deletion by retention policies. 

Legal Holds typically take the shape of notifications 

sent by legal representatives to so-called ‘custodians’. 

Custodians, or Data Custodians, are employees and/

or associated parties who have access to potentially 

relevant information. Once they are notified that some 

of the data they hold is subject to a legal hold. When a 

legal hold notification is received, custodians must take 

action to avoid intentional or accidental deletion of the 

ESI in question. The actions taken have to be reported 

back to the legal representatives in order to close the 

loop. 

An introduction to Legal Hold

The nature and history of Legal Hold

Legal Hold, sometimes called Litigation Hold, describes 

a series of processes put in place to preserve informa-

tion that may be relevant to an active or anticipated 

claim. Specifically, Legal Hold is about protecting Elec-

tronically Stored Information (ESI) as potential evidence. 

At the risk of stating the obvious, evidence is essential 

in the context of any legal proceeding. As such, a failure 

to preserve such evidence can have dire consequences 

for the party that fell short. 

Modern Legal Hold finds its origin in the landmark 

Zubulake v. UBS Warburg LLC, over which Judge Shira 

Scheindlin presided in the early 2000s. In that case, the 

ruling established key precedent, with the Judge stating: 

“Once a party reasonably anticipates litigation, it must 

suspend its routine document retention/destruction 

policy and put in place a ‘litigation hold’ to ensure the 

preservation of relevant documents.”

Evidence is essential in the context 
of any legal proceeding

https://casetext.com/case/zubulake-v-ubs-warburg-llc-5
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So long as the hold is active, these custodians remain 

compliant. In practice, this translates to a custodian 

holding on to the data until they are told otherwise 

through a notification that closes off (or: lifts) the hold. 

Once lifted, the ESI involved can be put back under the 

auspices or the regular retention policy. 

The number of holds associated with any claim isn’t set 

in stone. On a case-by-case basis, the number of holds 

and custodians can be a single person or dozens, even 

hundreds of individuals. As a result, the complexity of 

Legal Hold processes varies wildly. As organizations 

gather and store growing amounts of data, the amount 

of potentially relevant ESI grows with it. 

Consequently, legal holds are becoming more com-

plex over time. Legal Hold is also the widest possible 

selection of data, with the requirement being potentially 

relevant ESI. That means Legal Holds are nearly always 

slightly broader than they need to be for the sake of the 

case. Not all information under Legal Hold will need to 

be collected for discovery, but all of it needs to be man-

aged carefully in case it is. 

An Introduction to Legal Hold 4

Protecting the integrity of the eDiscover process

The management of potential evidence, and thus Legal 

Holds, is absolutely crucial to the integrity of the eDis-

covery process. A lack of efficient evidence manage-

ment may lead to spoliation, which can have a signifi-

cant negative impact on the litigation process. Per the 

Federal Rules of Civil Procedure (specifically, rule 37(e)), 

spoliation can lead to consequences ranging from 

significant fines to a dismissal of the case. Simply put, 

if potentially relevant ESI is lost, the court can interpret 

this as acting in bad faith, which puts the party that lost 

it at a severe disadvantage. 

For a more in-depth exploration of the background and 

importance of Legal Hold, see our Ultimate Guide to 

Legal Hold or click here for a blog post on the subject. 

In this document, we will discuss what effective Legal 

Hold management looks like by defining three levels 

of Legal Hold maturity. The overview of these levels is 

capped off with a more general discussion of the future 

of legal hold and spoliation. 

https://www.law.cornell.edu/rules/frcp/rule_37
https://www.zylab.com/en/resources/legal-hold-ultimate-guide
https://www.zylab.com/en/resources/legal-hold-ultimate-guide
https://www.zylab.com/en/blog/spoliation-how-to-effectively-preserve-evidence
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Three Levels of Legal Hold: Ground Level 5

However, while eDiscovery could be handled by external 

parties with appropriate expertise, the responsibility for 

Legal Hold falls squarely on the shoulders of the corpo-

rate legal team. 

With no pre-established policies, copy or means of 

organizing the Legal Hold process, a mad scramble 

ensues. Of course, a process governed with such chaos 

is unlikely to be robust and comprehensive enough to 

ensure evidence is preserved.

Realistically, cases of Level Zero are exceedingly rare, 

if they exist at all. Evidence collection has been a part 

of the legal process for over a century. Codified Legal 

Hold’s been around for nearly two decades. As with 

any part of the litigation process, being underprepared 

and playing it by ear is a recipe for disaster. With Level 

Zero, spoliation of evidence isn’t exactly guaranteed, but 

it should be no surprise when it does happen. All this 

makes it a very undesirable stage to be stuck at. Thank-

fully, maturing from this point is nearly impossible not to 

do. You only ever really start from scratch once. 

Rather than start off on Level One, let’s take a brief look 

at what we’ll call ‘Level Zero’. The ground floor level of 

Legal Hold is to have no systematic approach at all. 

Here, once a litigation is reasonably expected everything 

has to be done from scratch, by hand. Legal representa-

tives have to seek out custodians and notify them they 

need to hold on to whatever potentially relevant ESI they 

may have. Since no preservation policies exist, they 

likely have to then spend time with each custodian to 

explain in detail what they are required to do (or rather, 

not do). This will have to be done for every custodian. 

Flying Blind

With no policies to govern the process, Legal would 

essentially be flying blind with regards to what comes 

next. They will have to periodically check in with cus-

todians to ensure the hold is still in place, and keep 

records of all their activity regarding the preservation of 

evidence. 

One saving grace is that Legal Hold management is 

nowhere near as complicated as an eDiscovery process.

Ad Hoc Legal Hold: 
Making it up on the fly

Three Levels of Legal Hold: Ground Level
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Three Levels of Legal Hold: Stage One 6

The part of the legal hold policy other employees will 

refer to usually covers: 

- The Duty to Preserve 

-  Definitions of scope and triggering events 

- Potential consequences of a failure to comply

No one size fits all 

Beyond the reference material for all, the policy should 

also cover some of the basics of the legal hold pro-

cess. This is mostly relevant information for the Legal 

department. Topics may include an outline of the Legal 

Hold Notification schedule, a list of agents involved in 

the process and a step-by-step guide to the Legal Hold 

process as a whole. 

It’s important to note that there is no right answer when 

it comes to what a corporate legal hold policy looks like. 

Each organization needs to find the set of procedures 

that work best for them. The ideal policy may change 

according to industry, data architecture, retention poli-

cies, organizational hierarchy, etc. 

To begin proper management of Legal Holds, the first 

step for organizations is to put in place a corporate 

legal hold policy. Such a policy would provide details 

and frameworks in which the goals, steps, and any other 

aspects of the legal hold process are formalized. 

Means and ends 

The main goal of the legal hold policy is to ensure a 

consistent, defensible approach to the preservation of 

potential evidence. While formulating the evidence pres-

ervation part of the policy, keeping the audience in mind 

is key. Primarily, the target audience is non-legal employ-

ees who are not necessarily familiar with the obligation 

to preserve evidence. 

The main use of the policy will be as a reference tool 

when addressing custodians, so the policy should be 

written in such a way to help employees understand the 

duty to preserve. Ideally, the policy can be consulted by 

employees who receive a hold notification to gain an 

immediate understanding of their responsibilities. 

Policy-based manual operations: 
Strategy and effort

Three Levels of Legal Hold: Stage One
1
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The Good

At Level One, a legal hold policy can significantly 

improve the organization’s ability to respond and react 

to its preservation obligations. Having a plan to work 

off of and a means to keep everyone informed of their 

role within the organization’s compliance obligations to 

minimize the risks associated with litigation. 

By preparing copy for notifications that only need to be 

customized as litigation looms, the chaos that comes 

from having to play by ear at Level Zero can be avoided. 

The Bad

Although Level One is certainly much better than 

nothing, it does have significant drawbacks. In terms of 

the actual management of Legal Hold, it’s important to 

understand that the process is more than just sending 

out notifications to custodians and eventually lifting the 

holds at the end of a case. Hold Notifications need to be 

acknowledged by the custodians, and the legal team will 

need to check in with custodians periodically to ensure 

they remain compliant.

Three Levels of Legal Hold: Stage One 7

Non-responsive custodians need to be followed up to 

ensure that the Legal Hold is put in place. Tracking all of 

this is vital to establishing a record of compliance. 

Since Legal Holds only occur in the context of expect-

ed or ongoing litigation, the time and effort required to 

perform all these tasks can be hard to find. Legal teams 

certainly have better things to do than chasing after cus-

todians in such situations. 

Inconvenient administrative tasks aside, the larger 

issue is human error. Having to deal with large, unwieldy 

spreadsheets to manage these operations can very 

easily lead to mistakes or oversights. 

Given the volume and complexity of data managed by 

modern organizations, even the most carefully trained 

and experienced legal professionals are likely to miss 

crucial information. Ultimately, spreadsheets are a rudi-

mentary tool to manage a complex and highly sensitive 

process. They simply leave too much room for error. 
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Three Levels of Legal Hold: Stage Two 8

In a practical sense, many of the tasks legal teams busy 

themselves with when manually executing Legal Holds 

revolve around hitting ‘send’ at the right time. 

As was the case at Level One, the issue isn’t that they 

aren’t able to perform that task, they simply have better 

things to do. With automation handling those sends, as 

well as the administrative follow-up, such as logging an 

acknowledgement, the legal team has their hands free 

to deal with the meat of the litigation. 

The Good

Automation lets legal teams focus on what’s important 

by taking over some of the mundane but crucial tasks 

that come with Legal Hold. By automating notification 

management, legal teams are able to focus on the 

task at hand instead of painstakingly logging acknowl-

edgements and manually chasing after non-responsive 

custodians. 

More importantly, by avoiding manual administration 

human error is taken out of the equation. This means a 

At Level Two, parts of the Legal Hold process are auto-

mated. Calculated use of legal automation software has 

the potential to address many of the downsides of Level 

One. 

By allowing legal teams to plan ahead and template 

their notifications, automation almost immediately 

solves the problem of poor time management asso-

ciated with manual approaches. More importantly, it 

removes a significant majority of the unnecessary risks. 

Automating the Legal Hold process

While much can potentially go wrong when the legal 

hold process is executed manually, when each individu-

al process is powered by automation, everything flows 

reliably and according to your established strategy and 

cadence. This applies from notifications to escalations 

to re-notifications. 

For example, following the Legal Hold Notification 

being sent, the acknowledgement can be automatically 

processed. Follow-ups and follow-up acknowledgement 

can be logged automatically as well. 

Legal Hold Automation: 
Removing the grind from Legal Hold

Three Levels of Legal Hold: Stage Two
2
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less error-prone process, which reduces the chances of 

accidental spoliation. The resulting logs are also stan-

dardized, smoothening the process of identifying and 

collecting evidence when the time comes. 

As we mentioned earlier, Legal Holds are becoming 

increasingly complicated and demanding due to the 

complexity and volume of data most organizations 

manage today. Having these processes be as efficient 

and straightforward as possible keeps them manage-

able throughout. By leveraging the power of automated 

technology, managing legal holds becomes much more 

straightforward.

The Bad

As the previous section highlights, there is a lot to like 

about Legal Hold automation. Many of the downsides of 

performing Legal Holds manually are negated by putting 

in place automations to take the load off the legal team. 

At the legal team end of the hold, automation removes 

most of the potential for human error. 

Three Levels of Legal Hold: Stage Two 9

What automation can’t do is take away human error on 

the custodian’s end. This is different from cases like 

Knickerbocker et al v. Corinthian Colleges, Inc., or Mar-

sulex Envtl. Techs. v. Selip S.P.A., cases in which one 

party failed to implement a hold. The parties in question 

were sanctioned as one would expect. Custodian com-

pliance is of course expected, but that this isn’t a given 

is shown by how much effort has to be put into manag-

ing that compliance. Legal Hold automations typically 

offer reminders, escalations, and acknowledgement 

tracking in order to ensure custodian compliance. 

No amount of automated management will guarantee 

custodian compliance though, not to mention that situ-

ations may still arise where a custodian fails to comply 

accidentally. Mistakes happen, after all. In the current 

climate surrounding spoliation, such a slip-up does not 

lead to sanctions by default. That is not to say, however, 

that this will remain the case moving forward. 

https://law.justia.com/cases/federal/district-courts/washington/wawdce/2:2012cv01142/185458/85/
https://casetext.com/case/technologies-v-selip-s-pa?
https://casetext.com/case/technologies-v-selip-s-pa?
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Three Levels of Legal Hold: Stage Three 10

In-place preservation slims the Legal Hold procedure 

down to two notifications: one when the hold is put in 

place, and one when it is removed. This is a result of 

the custodians no longer needing to acknowledge or 

comply with a hold when it is put in place. This does not 

negate the importance of good communication: keeping 

custodians (and IT!) in the loop remains key. 

The Good

In-place preservation is very similar to Legal Hold 

automation in the sense that it does not eliminate the 

previous step, but removes downsides. In order to avoid 

spoliation, consistency and elimination of points of 

failure are paramount. 

With automation, most of the human error at one end of 

the Legal Hold process is tackled. In-place preservation 

takes care of the other end, ensuring that the integrity 

of the hold no longer has to rely on compliance from 

custodians. Simply put, in-place preservation closes 

the loop on eliminating potential human error from the 

Legal Hold process

At the third and final level of Legal Hold Maturity we find 

in-place preservation. Rather than custodian-led preser-

vation, which we found at Levels One and Two, here the 

final bit of potential human error is removed from the 

equation. 

By using in-place preservation, the legal team is able 

to lock down potentially relevant data automatically, 

without having to rely on custodian compliance to do 

so. That means the data cannot be altered, deleted or 

otherwise tampered with for the duration of the Hold. 

Courtesy notifications

Making use of in-place preservation makes a lot of 

the hold management steps seen at the earlier levels 

obsolete. It is still a good idea to notify custodians of 

the hold, but their compliance is no longer required as 

the risk of spoliation by custodians (intentional or not) 

is removed. 

In-place preservation slims the Legal Hold procedure 

down to two notifications: one when the hold is put in 

place, and one when it is removed. This is a result of 

In-Place preservation: 
Further reducing the margin of error

Three Levels of Legal Hold: Stage Three
3
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The beginning: 2006 - 2015

The story of Legal Hold thus far has had two major 

chapters. During the first, spanning from Zubulake v. 

UBS Warburg LLC., spans from around 2003 to 2015: 

the golden age of spoliation. Following the landmark 

ruling by Judge Scheindlin, the 2006 amendments to 

the FRCP formalized the state of play with regards 

to Legal Hold. As a result, spoliation became a major 

headache for many legal professionals. By nature, ESI 

What comes next for Legal Hold? 11

headache for many legal professionals. By nature, ESI is 

easily lost in massive quantities, and the sanctions were 

harsh - regardless of intent. 

Regarding the spoliation rules put in place in 2006, the 

American Bar Association wrote in 2016, “[Rule 37]’s 

broad language allowed for the development of stan-

dards that varied significantly among the circuit court. 

(...) [Actions] resulting in relatively minor sanctions in 

one circuit could lead to the most Draconian measures 

in another circuit. It was not uncommon for the courts 

to rely on their inherent authority in determining sanc-

tions.” 

The status quo: 2015 - present

The second major chapter began In 2015, when the 

Federal Rules of Civil Procedure were amended. The 

amendments saw changes made to Rule 37, in partic-

ular changing the way sanctions would be imposed. 

Rather than leave the decision of how to sanction to the 

court, the FRCP now provide guidance for sanctioning. 

For the most severe sanctions, intent to deprive has to 

be established. 

What comes next for Legal Hold?

Where the 
story of Legal 
Hold goes from 
here
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For lesser cases, where malice is absent but ESI was 

lost due to negligence, fines are deemed appropriate. 

In a 2018 article, the American Bar Association points 

to several examples of cases that would have risked 

default judgement previously ended up with different 

results. 

It should be noted that rule 37 is far from toothless, 

however. For example, the aforementioned Knicker-

bocker et al v. Corinthian Colleges, Inc., in which Corin-

thian College and its counsel were found to have acted 

in bad faith and were sanctioned accordingly. 

What comes next for Legal Hold? 12

Coming soon?

The upcoming chapter of Legal Hold has not yet begun. 

The 2015 FRCP amendments focused heavily on rea-

sonable steps. It stands to reason that as in-place hold 

technology continues to be made available, the courts 

will find negligence, custodian non-compliance, and 

inadvertent loss of ESI less reasonable over time. 

With that, spoliation sanctions may return for the types 

of ESI loss that may be (partially) excused today. This 

line of thinking isn’t exclusive to Legal Hold, either. In 

eDiscovery, some expect a failure to embrace AI may 

lead to legal malpractice suits in the future. 
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13Conclusion: Following Through

Conclusion: 
Following Through
Attaining a mature and future-proof Legal Hold operation is part of a 

broader trend of legal teams taking more responsibility all across their 

legal operations. Even for teams who rely heavily on external counsel 

for expertise and assistance when it comes to litigation, improving the 

way evidence is found, held, and collected falls squarely under the um-

brella of the in-house team. 

When it comes to following through on ensuring more robust legal oper-

ations, there’s a number of potential next steps. To further build out the 

effectiveness of the Legal Hold part of the process, improving the way 

information is governed. As discussed, any level of Legal Hold maturity 

can come up short when improperly applied. 

Simply put, Legal Hold maturity can only effectively hold and collect 

potential evidence if that evidence has indeed been found. For a more 

in-depth discussion on how to move forward for Information Gover-

nance, see our blogs for discussions of best practices or the creation of 

data maps. Such data maps are a huge boon to Legal Hold by reducing 

the chances of custodians being overlooked. 

Discover ZyLAB Legal Hold

https://www.zylab.com/en/product/legal-hold
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